
8. Threat Intelligence Access:

9. Access to indexed data from marketplaces, forums, and leak sites, spanning a minimum of 15 years.

10. Access to both public/open and closed/private forums, marketplaces and Telegram channels. 

Where possible and available, provide access to restricted areas of sites hidden behind reputation 

locks or similar mechanics.

11. Deep and Dark Web Visibility:

12. Secure access to deep and dark web criminal communications without risking the safety of 

cybersecurity teams or infrastructure.

13. Capability to navigate a comprehensive dataset of clear, deep, and dark web sources securely.

14. Collaborative Intelligence Sharing:

15. Secure data sharing capabilities to deconflict targets across multiple investigations with partner agencies.

16. Facilitate improved cyber posture by providing actionable insights into threat groups for better 

offensive and defensive actions.

17. Provide a case management system to collect relevant information, facilitate the sharing of 

information between team members and external relevant parties.

18. Prevention and Detection:

19. Illumination of deep and dark web threats and prevention of cyber attacks by leveraging 

intelligence gathered from dark web data.

20. Proprietary technology for monitoring dark web traffic without requiring installation of agents.

21. Access to a virtual machine for secure and simplified access to Tor and I2P onions.

22. Provide safe and anonymous access to TOR browser on live data

23. Automated data collection and analysis capabilities, utilizing advanced AI and analytics to 

proactively alert against imminent threats.

24. Capability to proactively discover, add and index new data sources to support further intelligence 

requirements

25. Assist with translation of foreign language materials, with priority given to those languages most 

common on the dark web

ID Force Cybersecurity
and Dark Web Monitoring

Technical Specification for Dark Web Monitoring 

1. A comprehensive cybersecurity solution aimed at enhancing threa

t intelligence, detection, and 

prevention capabilities against ransomware, cyber threats, and crim

inal activities on the deep and 

dark web. The solution will provide real-

time intelligence, facilitate collaborative intelligence 

sharing, and will comply with relevant regulations and standards.

2. Solution Overview: 

3. Real-Time Threat Intelligence:

4. Provision of real-time intelligence on active cyber threat groups.

5. Dynamic updates on emerging threats at a fraction of the cost of static

intelligence reports.

6. National Security Enhancement:

7. Ability to set up actor and keyword alerts to defend against supp

ly chain attacks, critical 

infrastructure threats, and destabilizing ransomware.



26. Provide a full audit trail, enabling monitoring of staff actions

27. Identification of when data was collected (i.e sourced/ scraped) and from where

28. Case/ report management functionality to enable collection of information of interest

29. Ability to export data saved into case management/ reporting functionality

30. Graphical User Interface (GUI) makes it easy to navigate and user friendly

31. Application Programming Interface (API) is accessible for integration with 3rd party systems

32. Users will be able to build complex queries to identify specific information of interest amongst 

the complete dark web data set, which will include, but not be limited to Boolean logic queries

33. An index of archived and existing dark web sites will be available, providing users a cached/ 

offline view of how the site appears

34. Ransomware groups will be monitored, giving users an insight into their activity.

35. User/ threat actor activity will be aggregated for dark web actors to include history, themes, 

similar profiles and unique OSINT e.g. PGP keys and email addresses

36. Dashboards will provide users insights into the data being collected, shared, discussed or sold 

across multiple areas of collection, i.e within a specific market

37. Users will be able to set alerts for query matches varying in frequency from real time to a weekly summary

38. Ability to deconflict activity, enabling team leads to manage cross-over investigations

39. Unique identifiers shared by users will be extracted from the collected data to allow 

investigation to pivot from specific data points. Unique identifiers will include, as a minimum; 

emails, phone numbers, IP Addresses, CIDR, PGP Public Key Fingerprints, MAC Addresses and crypto 

address, i.e Bitcoin and Litecoin.

Administration:

1. Enable multiple teams to be created and managed by a manager/ administrator

2. User profile creation, editing and deletion by manager/ administrator

3. Granular controls over user’s access to specific features within the capability

4. Comprehensive logging and audit functionality, which should include, but not be limited to; case 

audit logging, user audit log and organisational audit log

5. Password reset mechanisms should exist for users to self-serve password resets

6. Two Factor Authentication should be utilised across user accounts

7. Additional, ad hoc training sessions should be offered to support user understanding and 

feature/product releases, where required

Compliance and Certification:

1. The solution complies with industry standards and regulations related to cybersecurity and data privacy -

including ISO27001, Cyber Essentials, SOC2 and similar

2. Certifications or accreditations demonstrating the solution's effectiveness and reliability in 

combating cyber threats are available if required.

Delivery and Implementation:

1. The solution is easy to deploy throughout the organization without requiring extensive 

setup or configuration.



2. A clear timeline will be provided for deployment and implementation, including pre-

launch training, mid-year business reviews, and post-launch support and growth exploration.

3. Users will be able to access the tool from any laptop/PC, providing they have a reliable internet 

connection and active user credentials.

4. Users will be provided with documentation to support familiarity and onboarding, which will 

include at least User Guides and Quick Start Guides.

Warranty and Training :

1. License is valid for 36 months including Certified Training, support and maintenance.

2. Where required, training should be delivered to relevant teams, covering an introductory session, 

as well as more advanced sessions.
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